PatchGuard Context

CmpAppendDlISection: OxcO Bytes if os build number >= 17174

Unused: 4 Bytes
collide entrypoint's plaintext in context align 8 Bytes

ContextSize: 4Bytes

Feilds: Unknow

CompareFeilds: at CmpAppendDlIISection + 0x100 two pass encrypted if os build number >= 17174

context entrypoint's ciphertext

EntryPointRva: 4 Bytes

collide comparefields here align 8 Bytes
Feilds:End

EntryPoint:Unknow

Check Logical1:Unknow

Check Logical2:Unknow

Check Logical3:Unknow

entrypoint's plaintext entrypoint's plaintext

decrypt replace entrypoint if os build number < 17174——

CmpAppendDliSection for win 7 ( 7600 ) - win 10 ( 14393 )

INIT:@aeee8814856B813E CmpAppendDllSection proc near ; DATA XREF: .pdata:eeeaaeeld4azis2ldto
INIT: A0000a14056613E ; .pdata:PeReae01402A622410
INIT:@000000014056513E db 2Eh
INIT: @0eeRa14056813E 2E 48 31 11 xor [rex], rdx
INIT:@E000RA140568142 48 31 51 @8 xor [rex+g], rdx ok Sl rEElEeE SRR
INIT:@E000Ra14056B146 48 31 51 18 XOF [rex+1eh], rdx :
INIT:@R000RA14056B14A 48 31 51 18 Xor [rex+18h], rdx
INIT:00000PA14056B14E 48 31 51 20 xor [rex+2eh], rdx
INIT:0000000140568152 48 31 51 28 xor [rex+28h], rdx
INIT:00000PA140568156 48 31 51 30 xaor [rex+3eh], rdx
INIT:000000014056615A 48 31 51 38 xor [rex+38h], rdx
INIT: @E0e0Ra14056815E 48 31 51 48 xor [rex+deh], rdx
INIT:eE000Ra14056B162 48 31 51 48 xor [rex+4sh], rdx
INIT:@E000Ra14056B166 48 31 51 50 XOF [rex+5eh], rdx
INIT:@R000RA14056B16A 48 31 51 58 Xor [rex+58h], rdx
INIT:0P000PA14056B16E 48 31 51 6@ xor [rex+6@h], rdx
INIT:0000000140568172 48 31 51 68 xor [rex+68h], rdx
INIT:00000Pa14056B176 48 31 51 70 xaor [rex+7eh], rdx
INIT:000000014056B17A 48 31 51 78 xor [rex+78h], rdx
INIT:@EReeRa14056817E 48 31 91 20 00 00 o0 xor [rex+aeh], rdx
INIT:E000Ra14056B185 48 31 91 22 60 B0 o xor [rex+88h], rdx
INIT:@E000Ra14056B18C 48 31 91 99 0@ 20 o XOF [rex+aeh], rdx
INIT:@R000RA140568103 48 31 91 93 00 20 o Xor [rex+9sh], rdx
INIT:0P000PA14056819A 48 31 91 AP 4@ B0 @0 xor [rox+aash], rdx
INIT:000000814056B1A1 48 31 91 AB 0@ 0@ @0 xor [rex+8Ash], rdx hijack here ret ip -> PatchGuardLogical
INIT:0000PA14056B1A8 48 31 91 BP 0@ B0 @0 xaor [rex+@Beh], rdx .
INIT:000000014056B1AF 48 31 91 BZ 00 00 @0 xor [rex+8B8h], rdx collide sdbpCheckDIl's plaintext
INIT: GERe0Ra140568166 48 31 91 C0 00 00 o xor [rex+aCah], rdx
INIT:@eae2888140856B81BD0 31 11 Xor [rex], edx
INIT:@E000Ra14056B1BF 48 8B (2 mov rax, rdx ;
INIT:@00008a1405681C2 43 88 D1 mov rdx, rcx ContextSize =
INIT:P0000001405681C5 8B 8A (4 B0 B0 @0 mov ecx, [rdx+8Cah] *(ULONG *) (CmpAppendDliSection + 0xc4)
INIT: 000000a1405651CB
INIT: @B0BeRa1485651CE loc_14856B1CH: ; CODE XREF: CmpAppendDllSection+9847 not found : restore context > check code
INIT:00000001405661CE 48 31 84 CA CP 00 00 00 xor [rdx+rcx*8+@ceh], rax osver >= win 10
INIT: 6EReERa140568103 48 D3 (8 ror rax, cl
INIT:@Ree0Ra14056B1D6 E2 F3 loop loc_14856B1CB .
INIT:@00e00814056610D8 5B 52 58 02 0@ 80 mov eax, [rdx+288h] EntryPointRva 288h
INIT: @@aaa8814085681DE 48 @83 (2 add rax, rdx encrypted check code
i:i;miﬁgggi:; ’;2 [8}; EC 28 sub rsp, 28h EntryPoint = CmpAppendDlISection + _

: BR00R60 call rax " . ; found : restart worker
INIT: @0PREPA14856B1E7 48 83 C4 28 add rsp, 28h (LONG) (CmpAppendDliSection + EntryPointRva)
INIT:00000001405661E6 4C 8B 50 EZ 00 00 00 mov rg, [rax+eEsh]
INIT:eE000Ra1405681F2 48 3D 88 40 02 00 o0 lea rex, [rax+24eh]
INIT:R000Ra14056B1F0 BA @1 88 00 80 mov edx, 1
INIT:@@0e0Ra14056B1FE 41 FF EQ jmp ra
INIT:@aee0068140856B1FE CmpAppendDllsection endp

CmpAppendDliSection for win 10 ( >= 17174 )

INIT:ea80600814002DA78 CmpAppendDllSection proc near ; DATA XREF: .pdata:eeeseeel48d4BCC6ET0
INIT:2E0800014892DA70 ; sub 148912EB842B97t0
INIT:@E0000014092DA70 db 2Eh
INIT:@00000014002DA70 2E 48 31 11 xor [rex], rdx |
INIT:000000014092DA74 48 31 51 @3 xor [rex+8], rdx
INIT:000000014092DA78 48 31 51 18 xor [rex+1eh], rdx
INIT:000000014092DA7C 48 31 51 18 xor [rex+18h], rdx
INIT:000000014092DA50 48 31 51 20 xor [rex+2eh], rdx
INIT:000000014002DAB4 48 31 51 28 xor [rex+28h], rdx
INIT:@E0000014002DAR8 48 31 51 3@ xor [rex+3eh], rdx
INIT:@E0000014092DARC 48 31 51 38 xor [rex+38h], rdx
INIT:@R0000014002DA00 48 31 51 48 xor [rex+deh], rdx
INIT:000000014092DA04 48 31 51 48 xor [rex+48h], rdx
INIT:000000014092DA08 48 31 51 58 xor [rex+5eh], rdx
INIT:000000014092DASC 48 31 51 58 xor [rex+58h], rdx
INIT:000000014092DANG 48 31 51 60 xor [rex+6eh], rdx
INIT:200000014802DAA 48 31 51 68 xor [rex+68h], rdx
INIT:@E0000014802DAAS 48 31 51 78 xor [rex+7eh], rdx
INIT:@E0000014092DAAC 48 31 51 78 xor [rex+78h], rdx
INIT:@00000014002DAEG 48 83 (1 78 add rcx, 78h
INIT:000000014092DAB4 48 31 51 @3 xor [rcx+8], rdx search suspect
INIT:000000014092DABS 48 31 51 18 XOr [rex+1@h], rdx region
INIT:000000014092DABC 48 31 51 18 xor [rex+18h], rdx
INIT:000000014092DACO 48 31 51 20 xor [rex+2eh], rdx
INIT:@00000014802DACA 48 31 51 28 xor [rex+28h], rdx
INIT:@@0088814892DACS 48 31 51 30 xor [rex+36h], rdx | By cClear PTE execute
INIT:@E0000014092DACC 48 31 51 38 xor [rex+38h], rdx I
INIT:@00000014002DADG 48 31 51 48 xor [rex+deh], rdx
INIT:000000014092DAD4 48 31 51 48 xor [rex+48h], rdx !
INIT:000000014092DADS 48 83 E9 78 sub rcx, 78h |
INIT:@aeee8al40920ADC 31 11 xor [rcx], edx v
INIT:000000014092DADE 48 BB (2 mov rax, rdx )
INIT:@00BARA14002DAE1 48 8B D1 mov rdx, rex ContextSize = decrvot
INIT:88PE06814092DAE4 8B SA C4 B8 @2 B8 mov ecx, [rdx+8C4h] *(ULONG *) (CmpAppendDliSection + 0xc4) P
INIT:@00000014092DAEA 48 85 (0 test rax, rax
INIT:@e0000014092DAED 74 11 jz short loc_14892DB@@
INIT: 00000001409 2DAEF
INIT : @@0680014022DAEF loc_14892DAEF: ; CODE XREF: CmpAppendDllsection+8EL] v
INIT:000000014092DAEF 48 31 84 CA (0 0@ PG @0 xor [rdx+rcx*8+@8Ceh], rax
INIT:eaee08014892DAF7 48 D3 C8 ror rax, cl decrypt with btc must know ContextSize PageFault
INIT:200000014002DAFA 48 GF BB (@ btc rax, rax
INIT:@00000014892DAFE E2 EF loap loc_14@92DAEF
INIT:@E00000140920B00
INIT:Bee2008148920E00 loc_14892DBBE: ; CODE XREF: CmpappendDllsection+7D%j
INIT:000000014092DB0@ 3B B2 ES 07 @0 09 mov eax, [rdx+7E8h] NotPG Context
INIT:@800000148920886 43 83 (2 add rax, rdx EntryPointRva 7E8h
INIT:000000014092DBA9 48 83 EC 28 sub rsp, 28h
INIT:000000014092DB0D FF D@ call rax EntryPoint = CmpAppendDliSection +
INIT:@00000014002DBRF 48 83 (4 28 add rsp, 28h . i )
INIT:608B6A14892DB13 4C 8B 80 10 81 90 08 mov r8, [rax+116h] (LONG) (CmpAppendDlISection + EntryPointRva) PEGioie
INIT:@@0000014092DB1A 48 2D 88 93 @7 @0 o lea rcx, [rax+798h]
INIT:@0R000R014002DB21 BA @1 20 00 @0 mov edx, 1
INIT:000000014092DB26 41 FF EQ jmp ra
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