
collide entrypoint's plaintext in context align 8 Bytes

PatchGuard Context

CmpAppendDllSection: 0xc0 Bytes

Check Logical1:Unknow

ContextSize: 4Bytes
Unused: 4 Bytes

Check Logical2:Unknow

Feilds: Unknow

Check Logical3:Unknow

...
EntryPointRva: 4 Bytes
...
Feilds:End

EntryPoint:Unknow

ContextSize = 
*(ULONG *) (CmpAppendDllSection + 0xc4)

EntryPointRva 288h

EntryPoint =   CmpAppendDllSection + 
*(LONG) (CmpAppendDllSection + EntryPointRva)

EntryPointRva 7E8h

EntryPoint =   CmpAppendDllSection + 
*(LONG) (CmpAppendDllSection + EntryPointRva)

ContextSize = 
*(ULONG *) (CmpAppendDllSection + 0xc4)

two pass encrypted if os build number >= 17174

collide comparefields here align 8 Bytes 

...
CompareFeilds: at CmpAppendDllSection + 0x100

decrypt replace entrypoint

if os build number >= 17174

if os build number < 17174

context                           entrypoint's ciphertext

entrypoint's plaintext entrypoint's plaintext

found: decrypt replace entrypoint

Worker Thread Stack

...
ret ip -> PatchGuardLogical

os ver >= win 10

check code

encrypted check code

hijack here

my check code

save context

collide SdbpCheckDll's plaintext

not found : restore context

found : restart worker

CmpAppendDllSection for win 10 ( >= 17174 )

CmpAppendDllSection for win 7 ( 7600 ) - win 10 ( 14393 )

decrypt with btc must know ContextSize

search suspect 
region

clear PTE execute

PageFault

Restore

Not PG Context

fuck

decrypt
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