
wif-to-ec
(loses compression context)

EC Private Key

HD Private Key
(BIP-32)

WIF Private Key
(compression)

HD Public Key
(always compressed)

(BIP-32)

EC Public Key
(compressed or 
uncompressed)ec-to-public

(compression)

hd-to-ec
(loses compressed context)

 hd-public /
hd-to-public 

hd-to-ec
(compressed)

 ec-to-address 

ec-to-wif
(compression)

mnemonic-new

ec-new

Mnemonic
(BIP-39)

mnemonic-to-seed

Seed

Bitcoin Address

Bitcoin Explorer - Wallet Commands

hd-new

QR Code
(image)

 qrcode 

  Private | Public  

 hd-public  hd-private 

Legend

Plain Text Words

Binary File

Base-58 Encoding

Base-16 Encoding

seed

Random 
Number 

Generator

No Value

Bitcoin URI

uri-encode
uri-decode

WIF Public Key
(compression)

wif-to-ec

wif-to-public

ec-to-wif
(compression)

wif-to-ec

This standard does not yet exist.



ec-to-address
(version)

Encrypted Private Key
(version/compression)

(BIP-38)

Intermediate Token
(BIP-38)

EC Private Key

Encrypted Public Key
(version/compression)

(BIP-38)

ek-public
(version/compression)

Bitcoin 
Address

Bitcoin Explorer – Key Encryption Commands

token-new

Legend

Base-58 Encoding

Base-16 Encoding

 seed 

No Value

ec-to-ek
[non-multiplied]

(version/compression)

ek-to-ec
(loses version and

compression context)

EC Public Key
(compressed or 
uncompressed)

ek-public-to-ec
(loses version context)

ec-to-public
 (compression) 

ek-new
[multiplied]

(version/compression)

 ek-public-to-address

Plain Text Words

Passphrase

Seed

  Private | Public  

 ek-to-address

ek-address
 (version/compression) 

Lot and 
Sequence

Random 
Number 

Generator

Base-10 Encoding

The  ek-public  commands are deprecated due to 
the lack of a valid and secure use case.



Shared   Secret

Bitcoin Explorer - Stealth Wallet Commands

Stealth 
Address

 qrcode 
QR Code
(image)

Stealth 
Address

 stealth-decode 

Legend

JSON | XML | Info Text

Binary File

Base-58 Encoding

Base-16 Encoding

Ephemeral Public 
Key

stealth-encode 

stealth-shared

Number of 
Signatures

Base-10 Encoding

ec-to-publicec-to-publicec-to-public ec-to-public

stealth-public

stealth-secret

Bitcoin 
Address

Input Point
 input-sign 

 ec-to-address 

Spend Secret(s)

Spend Public 
Key(s)

ec-newec-new

seed

Random 
Number 

Generator

ec-new

Scan Secret Stealth Secret

Stealth Public KeyScan Public Key

This path is useful for 
correctness testing but 

otherwise not necessary.

Ephemeral Secret

The shared secret is an 
intermediate value that 

can be generated by 
either party to a stealth 

transaction. It is used 
to generate either the 

stealth public key or 
stealth secret.

stealth-shared

This is the published 
address.

This is the dynamic 
address actually paid 

to  and is used by 
the recipient for 

payment detection.

This is how the 
recipient spends 
the payment.

Scan and spend secrets are 
created by recipients. Ephemeral 

secrets are created by payers.

Seed

Bitcoin URI uri-encode 

No Value

Base-2 Encoding

Prefix



WIF Private Key
(compression)

EC Public Key
(compressed or 
uncompressed)

 ec-to-address  wif-to-public Bitcoin Address

Bitcoin Explorer - Messaging Commands

Raw Data

Legend

Binary File

Base-58 Encoding

Base-16 Encoding

No Value

Base-64 Encoding

message-sign

Signature

Valid

message-validate



Bitcoin Explorer – Transaction Commands

Transaction

 tx-encode 

Valid

Script
Script

(mnemonic)

 script-decode 

 script-encode 

Bitcoin Address

 script-to-address 

Legend

JSON | XML | Info Text

Base-10 Encoding

Base-58 Encoding

Base-16 Encoding

Index

EndorsementEC Private Key
input-sign

No Value

tx-sign

EC Public Key
input-validate

Transaction

 tx-decode 

input-set

A nonce is no longer used as deterministic 
ECDSA is required as of BX version 2.1.



The watch-address command is EXPERIMENTAL.

Bitcoin Explorer - Online Commands

Balance

 fetch-balance 

Bitcoin Address

fetch-history

Transaction
Transaction 

Hash

 fetch-tx-index   fetch-tx / watch-tx 

 fetch-public-key 

EC Public Key

 fetch-height  fetch-header 

Block HashBlock Header

 fetch-header 

Block HeightBlockchain

Transaction 
Index

 fetch-utxo 

Indexes

 validate-tx 

Transaction
Memory Pool

send-tx /
 send-tx-node / 

send-tx-p2p

History

Legend

JSON | XML | Info Text

Base-10 Encoding

Base-58 Encoding

Base-16 Encoding

No Input / Output

Stealth Prefix

 watch-address 

Selected Points

Base-2 Encoding
Stealth 

Metadata

fetch-stealth



Data Base 58 Check

 base58check-encode 

 base58check-decode 

Wrapped

wrap-decode

 wrap-encode

 base58-decode 

 base58-encode 

Bitcoin 160 Raw DataBitcoin Address

 address-embed  address-decode 

 address-encode  address-validate 

Base 16

 base16-decode 

 base16-encode 

Bitcoin Explorer - Encoding Commands Legend

Binary Data

Base-58 Encoding

Base-16 Encoding

Base 58

 base58-decode 

 base58-encode 

Valid

Raw Data Base 64

 base64-decode 

 base64-encode 

Base-64 Encoding

No Value



Due to an idiosyncrasy of the Bitcoin 
reference implementation, this format is 

presented in reverse byte order.

Data Bitcoin 256SHA-256

 sha256 

 sha160 

 bitcoin256 

Data Bitcoin 160SHA-256

 sha256  ripemd160 

 bitcoin160 

Data
SHA-160

(aka SHA-1)

 sha256 

Data SHA-256

 sha512 

Data SHA-512

 ripemd160 

Data RIPEMD-160

Bitcoin Explorer - Hash Commands

 sha256 

Legend

Base-16 Encoding



Bitcoin Explorer - Math Commands

Satoshi BTC

 btc-to-satoshi 

 satoshi-to-btc 

Secret

Point

Legend

Base-10 Encoding

Base-16 Encoding

Private 
Certificate

Public 
Certificate

Internal 
Random 
Number 

Generator

cert-new cert-public

Base-85 Encoding

No Value

Point ec-add 

Secret

Secret

Secret ec-add secrets 

Secret

Point

Point ec-multiply 

Secret

Secret

Secret ec-multiply-secrets 

Point

ec-decompress

ec-compress
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