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Research Problem

Problem
Most static analyzers yield many alerts
for which it is difficult
to discriminate true flaws and false positives.

= Thus all alerts have to be reviewed manually.
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This research was performed as part of the project:

PASTIS

Programme d’Analyse Statique et de Tests Instrumentés pour la Sécurité

Infos:
» Initiator: Direction Générale de UArmement Maitrise de 'Information in 2018
» Objectives: Automating bug research to facilitate vulnerability research
» Innovation: Combining static analysis, fuzzing, symbolic execution and slicing
» Expectation: Gaining time and automating what can be done
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Contributions

(semi-) Automated testing infrastructure combining static
analysis, DSE and fuzzing

But also:
» Experimental study of techniques and tools (¢

» Implementation in a Python framework (

» Experimental results on COTS softwares
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State-of-the-Art: Existing
techniques and tools
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Objectives

» Studying State-of-the-Art software testing techniques (72~
» Benchmarking promising utilities identified (o«

» Based on results proposing different combinations of utilities (chose
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Fuzzing
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. Dynamic Symbolic Execution
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Building a test-suite

Problematic

Fuzzing and DSE are working very differently thus testing their idiosyncratic behaviors in
a common test-suite is difficult. Also:

» getting ground truth /1
» make tests automatic and reproducible

Existing test-suite

» \erisec [0] » CGC challenge [5]
» Toyota ITC bench [7] » fuzzer-test-suite (-
» SPEC @ » BugZoo [8]

» SARD & » Hemiptera

» Juliet [1] » LinuxFlaw ("

» Logic Bombs [9] (DS > LAVA-M [4]

> None of them entirely solves aformentioned problems
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Our Test Suite

Atomic (synthetic) tests Scalability tests

Source Source
Logic Bombs, program-verification-samples LAVA-MHJ
Unit tests assessing specific behavior: Binaries: uniq and base64
» UT_1: Path predicate computation, memory
modeling Why:
» UT_2: Input symbolisation, constraints » ground-truth available
modeling » quantitative results

» UT_3: Program exploration

» UT_4:. Bug discovery lotaibugs: 72

Total tests: 70
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Benchmark Results

Atomic (70) | Scale (72) | Total (142)
AFL 48 o) 48/142
Honggfuzz 54 44 100/142
AFL/QBDI 47 33 80/142
manticore 34 0 34/142
KLEE 47 1 48/142
angr 37 0 37/142
Triton 47 0 47/142
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State-of-the-Art Conclusion

Combination proposals qQuarkslat

» Proposal #1. Triton and Honggfuzz

» Proposal #2: KLEE and Honggfuzz

» Proposal #3:. Honggfuzz and Qsym,

ETAT DE L'ART
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Automating Software Testing
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Complete Workflow

Source code
code harnessing

Creation of the
harness

Manual
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Complete Workflow

i
]
1
]
] = i H

Source cude_ SAST s Alerts _mtrm_su:

code harnessing : report insertion
:
]

Creation of the : Static Analysis
harness I {manual checking intrinsic insertion)

]
Manual :
]
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Complete Workflow

: compilation i
; ' for fuzzer uezing
Source 1.: / code / » sAsT || Alerts , / mtrmsu:/é: ¢ > Report

code harnessing report insertion - coverage

' o/ compilation / - validation
7 for DSE / 7 s

Dynamic Testing

Creation of the
harness

Static Analysis

I
I
|
I

(manual checking intrinsic insertion) |
I
I
i
I

Manual
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Static Analyzer (SAST)

Coding standard (*checkers’)

» Languages: C, C++, Java, » AUTOSAR

» Checkers: » CWE for C# and Java

» 300 checkers C/C++ [ ' ‘ _ | |
> ++
> 91 community checkers AUTOSAR (7 Joint Strike Fighter Air Vehicle C

» 24 CERT community checkers (£ > MISRA
> > PCIDSS
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Intrinsic functions insertion

o N
#ol1G: Array "buffer of sire 2049 may use index value(s) 0..2062 .
'homefuserivork/PASTIS/programme_etalon_v4icyclone tcp/cycione tcpihttpdhiip_ client.c:577 | [{ "kid": 5116,
Code: ABVGENERAL | Severthy: Critcal (1) | State: Existing | Status: Analyze | Taxonomy: C and S+ | Oy i params i, [ "huffer" "I049" ]
#5139 Pointer matagran returmed rom call o Tunciion netBuerAt af line 431 may be ML . i e ’
Mmomefusermork/PASTIS programme_etalon vdicycione tcpioydome icpfipvdiipyd frag cd34 11 taxﬂnﬂm}" - C and C++ '
Code: WPDLFUNC MUST | Severity. Critical {1} | State: Existing | Status: Analyze | Tazonomy:C apnd C++ "caye r']_th,r o v cal® .
#5155 function 'strepy’ does not check hufier boundaries but outputs I Duffer ‘context->m i 3 W, : i
fhomefsermork/PASTISIprogramme_etalon_vd/cycione_tecpicycione_icninmpinip_client.co449 | g 7 fJI‘-LE : : "/home/user/src/ht tp‘f htt P lient.c”,
Code: SV STREO.UNBOUND_COPY | Seventy: Critical (1) | Staie: ExIstng | Siatus. Analyze | Taxonormy: kl_r E‘D'DT“ t_t D_J son Line": 577,
#1“.5321:r Pointar 'SSEETEEE' raturned fmﬂjm ::alldtu function neiBufierAt at ine 340 may%azm i "function": " http[ LientSetHost",
fhomefuserinork/ IS/pragramme_etalon _wvdicycione tep/cycione icpicofeficp misc.co352 | o ) : W, : F 7
Code: NPDEUNC MLUST | Severity Critical (1) | State: Evisting | Status: Analyze | Tavennmy: C and C4+ raw_line": "Array 'buffer’' of size 2049
¥5342: Pointer ‘arpRequest’ returned from call to function 'netBufferat’ at line 909 may be may use index value(s) 0..2062",
-'I'n:-rm:.'usn:w.u:ur}.-'r'.'aSTIS*Fr-:ngrn-‘rmt_n:tal-::-r_u-’l icyclone_tepicycione tcplipwdfarp.c:912 | apSen "rode": "ABV GENERAL"
Code: MPDUFUNC_MUST | Severity: Cntical (1) | State: Exieting | Status: Anabyze | Tazonomy: C and C++ | =
#3396 Pointer vianTag' returmed Trom call i lunction netBulferAr al line 222 may be NUL } E
fhomefuserimvork/PASTIS/programme_etalon vdicyclone top/cycione icpicorelethemet misc.c:2 ewre]]
Code: NPFDUFUNC.MUST | Severity: Crbical (1) | State: Existing | Siatus: Analyze | Taxonomy: C and C+4 1 . y
Klocwork report (HTML) Klocwork report (JSON)

klocwork alert placeholder(8, "5V STRBO BOUND COPY OVERFLOW®, (conn-=request), token, 71); y
strncpy(conn-=request, token, n); k1 alert inserter
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Intrinsic Processing

Fuzzing:
» Coverage: by parsing stdout (/11
» Validation: in case of crash, last intrinsic covered

DSE:

» Coverage: shall detect the call
» Validation: DSE specific concrete or symbolic checks

15 31



Implementation in PASTIS
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PASTIS Framework

Master
Initial Configuration past is-broker Workspace

- binary . -corpus / crashes [ hangs
- SAST report (klocwork) - log and client statistics
- configurations (coverage strategy, elc) communication - CSV of results

: 1. Connection (idle) :
t 2. Reception of binary {+opts) 1,
: 3. Seed exchange (+logs) :
: 4. Infos of alert validation i
' 5. Stop ‘,

communication communication

Python driver Pastls-DSE

e ¥
i‘“““t TritonDSE
{exploration of paths)

Honggfuzz ¥

Triton

(symbolic executlon of one path)
Fuzzing DSE
pastis-honggfuzz pastis-triton
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Python Honggfuzz driver

Based on

Honggfuzz 2.3

Infos:
» use mutations integrated in HF

» exchanges with main process
through inotify

Replay:
» can test reproducibility
» retrieve covered alerts

» in case of crash associate it to
last intrinsic

communication

j"H{ep_lay |

HF-Wrapper

l execve

Hongafuzz

pastis-honggfuzz

inotify on the
.'. g
"L Wﬂl‘kEPEEE
| ﬁ ﬁ
add logs + stats.log target
felemetny
it old initial dynamic
notify folder ; A
maodification - .-

reading J inputs

:'{ e
\ coverage crashs
B i f B
il

writing of corpus

and crashes

outputs
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Triton integration

Problem: Triton is per path DSE, not a fully-featured

communication
_ Workspace
= i
config.json target

Pastis-DSE

Strateqy metadata
Callbacks A

Tritondse

{exploration of paths) COrpus crashes
B B EE
__l waorklist hangs
Triton ek b B
(symbolic execution of one path) SE'E[iS
pastls -triton

12/ 31



TritonDSE

= For modularity works in pure emulation

Functionality to implement for a “fully-featured” fuzzer

program loading

input seed scheduling

program exploration & coverage computation
dynamic & symbolic sanitizers (/

basic memory allocator

pasic multi-threading support

vy vvy vy v VvV Y

ibc function modeling
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Experimental Results
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Experimental settings

Vulnerabilty

Code construct generating a Klocwork Code construct generating an alert AND
alert but which cannot be triggered in which can be detected and triggered by
practice — false positive. a sanitizer — true positive.
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CyclonelTCP stack

HTTP Server with Cyclone 1.9.6

Protocols

IPv4, ARP, ICMP, IGMP, TCP, HTTP
» VLAN, VMAN, port-tagging, IPv6, mDNS, DHCP, LLMNR, CyCIoneTcp
NBNS Q

HTTP Configuration

multipart types support

» TLS, auth, digests, websockets, GZIP, cookies
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Results (24h campain)

Honggfuzz Triton
Cov. Val. Cov. Val
1 5922 | OB1 e | HTTP X A
2 | 5357 | FMT e | HTTP X X
3 | 6562 | IcF | e HTTP - -
4 X BoF | » HTTP - - - -
5 | 9047 | FMT e | HTTP X X X
6 X UaF | » HTTP - - - -
7 5851 | BoF e | HTTP
8 | 5848 | BoF e | HTTP
9 | o054 | FMT | » HTTP - X
10 | 9044 | FMT e | HTTP X X X
ik X 0B1 e | HTTP - - - -
12 | 9056 | IcF | e IPv4 - X
13 | 8542 | SIGS . ARP
14 5418 | SIGS | » ICMP -
15 X BoF e | ICMP - - - -
16 | 5845 | UaF . IPvd X
17 | 8640 OB1 . core -
18 | 8085 | SIGS | » ETH. - X
19 | 8579 | UaF e | IGMP
20 X IoF s | ICMP - - - -
Total | 15115 | 7/9 | 8/15 | 4/9
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Conclusion
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Limitations

» Fuzzing generates large number of inputs that are costly to run by the
DSE

» DSE in pure-emulation requires modeling syscalls and library calls which
hardly scale to any targets.
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CVE-2021-26788

Remote DOS CyclonelCP

» |Impacted version: 1.7.6 to 2.0.0

» |Impact: Remote-DOS

» Reason: Missing checks of “size’
field in TCP options. If O, the
function enter in an infinite loop.

¥

AKCVE-2021-26788 Detail

Current Description

Oryn Embedded CycloneTCP LT.6 @ 200, Fxed in 2,02, i afected by ficorrect input validatie, which may cause 8 desial of service (Dod). Te

caphait the wulnerability, an attacker nesds to have TCP connectivity o the targat systam, Recaivimp a malicikausly cafted TCP packst froman

unauthenticated endpoint is sufficent to trigesr the bup,

sy Analyats Dewcringion

Severity

CWSS 3.5 Savarity amnd Metrica:

1‘1i I HEST: Wy Baze sr.-:-r-.-.- Wecbor: CVS5:3 1A H/AC LPRINUEN SN TN A H

WY Anaiperr wee pabivcy evailatds ioformatios fo sssonirhe sscdor Erisgr oad CFAS orrer, e nloe aVrpioy ooy CERS nfarmatian prosbdes wirhin (he
CWE Lir Iram i £ AL

Kol KD Asalpsts s pubdshed s CV83 srare for tid O0E basid oo g BTely availab b el i o e lise of avalyad. T CNA bad mo! prowvded
o wedrar mdinie U CVE AL

References to Advisories, Solutions, and Tools

By salecting thase links, you will be leaying MIST wabspace, We have provided these nks to other wab sites bacause they may have
nlanmaton thalwould e al intenest ta yow. Ma infenences should Be drawn on account of ather sites Being refemnoad, oF nal, fram R
page. Then may Be atfer e sites that are more aporapriste far your purpsase. NIST daes ol recessarily srdorse [ views o presed
or concur with the facts pressnted on thasa sites. Furthar, NIST doss not endarse any commiercial preducts that may be mantioned an

thase sites. Pleasa addrass comments about this pape to medi@nist, pow

Hyperiink Resource

it s gt com O rac- Emibed died CrcloneTCR commitide 53 360 bed be ] oS 137 ed 1 cbaScded 9k 1 3667 @

branc h=cieh 160 deedbe 12500 2 Tdted I chaScded 11 4 3eE S dift=splis [ Third Party Advisery

https://blog.quarkslab.com/remote-denial-of-service-on-cyclonetcp-cve-2021-26788.html
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Conclusion

Conclusion
We most of the workflow from the source code
to the dynamic testing
in order to facilitate analysis and triaging for the analyst.



Conclusion

Conclusion
We most of the workflow from the source code
to the dynamic testing
in order to facilitate analysis and triaging for the analyst.

» studying the added-value of combining approaches (against running them

» introducing slicing to “guide” exploration toward alerts



Thank you!

Contact:

Email: rdavid@quarkslab.com

Phone: 33 1 58 30 81 51

Site: https://www.quarkslab.com
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Use-case: TCP/IP stacks

Challenge #1 Challenge #2
Program highly stateful Input highly heterogenous

..,_,a

| ELI::ISED |.q ______________________________ -

. i 48e2 44f5 9b@1 edb3 _. | | 48e2 44f5 9b@1 e4hb3 _. | | 48e2 445 9b@1 e4b3
bl R | 1865 d5c4 0800 400 || ||1865 d5c4 esee 400 || ||1865 d5ca osee 47@e
. . dag1 0008 4006 | |i-He=—rdat2—00an 4006 | |- H--F—daB3-0008. 4006
UsTEN | appl active open I ' 7224 0ae odde eang|| = | 7225 0a0e ed4c Baop|| = | F6f97: eace Bdac aﬁ}@
recv: SYN b sl ! Bds6 9b7d 1fse «ve4i )| || edss sb7d 1fae vaaf] |- @dEE 9b7d_1fge .
=+ P i oGRS TR . - ] = | W o N it
sand: SYN ACK .~ . I 'ach) eeee 0008 5002 || L | |2ac8lEEEE saz0) 5010 | | L AA70' 5018
T 3 I 20080 l_f_di_:’iﬁ: €008 b EE"EI _ffi.gré @‘ﬂ,&f}iﬁﬁﬁr: EEI'EI |-Li 4 GRB0 mwnsas:
" recv: RST b | : .
TR cLa—. recv: YN i \_ applclose _ | A s e s e i " | GET /index.htm| HTTP/L1. Host
[_ 51";” _RCVD N S e Sl g R e s -|__ SYN_SENT J .:‘f.,m,_,mﬂ L s : : : 101.0.15.66:8080. .Connection: k
- 24 bytes i eap-give._Cache-Cantrol; max-gg
I ) N . I i | e=0. Upgrade-insecure-Fequesis:
" rocy. ACK racy .::-H"EN_.J.L;H I 5 : ~1460 bytes 4 1. User-fgent: Mozillas.0 | Ln
H send; =nothing:=- gand: ACK 1D Acknowledgemen ! £ Androd B.OUD G3121) Applevwe
I \ P ! e || BEIUSIT.I6 (KHTML, like Geckn)
appl: close [ 1 | Chromedds.0.4147 B9 Mabile Safar |
send:FiN 2 EE“'BLIEHEDLR i ' Checksum L | R AT S
: appl close” INEY- B3 i - = _ i
i o | CLOSE_WAIT | !
x = sev: FIN ' I :
FIN WAIT 1 |- 00 - =»|  CLOSING | appl: close ;
! g ; sendiFi |
racy: ACK rsc FINACK ey ACK " ey AGK [
sand: <nothings send ""'-'f‘ send:<nothing= _ LAST_ACK }_ sand <noting= |
1 T | I
X | = Y ¥ .
racy: FIk "
| FIN_WAIT 2 }_ sand-Ack ™' =" ) TIME WAIT J_ _______________________________ ol
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Sequencing processing

By default the stack is multi-threaded. Sequencing enables:

» faster execution and easier persistent fuzzing
» remove non-determinism induced by threads and replayability issues
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Sequencing processing

By default the stack is multi-threaded. Sequencing enables:
» faster execution and easier persistent fuzzing
» remove non-determinism induced by threads and replayability issues

Input handling

Uses the stack driver mechanism, to parse the input file, splitting each ethernet frames and
sending them to the stack ' )
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Sequencing processing

By default the stack is multi-threaded. Sequencing enables:

» faster execution and easier persistent fuzzing
» remove non-determinism induced by threads and replayability issues

Input handling

Uses the stack driver mechanism, to parse the input file, splitting each ethernet frames and
sending them to the stack /o ié er).

Other modifications

» remove randomness of ISN
» disabling checksums
» pre-registration of client ARP lease
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